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This guide demonstrates how to deploy Citrix
NetScaler in conjunction with Citrix XenDesktop 7
with a focus on both simplicity in configuration and
advanced features not easily delivered with other
products.

Executive summary and document overview
1. Introduction

In this guide you'll learn how to provision the XenDesktop 7 infrastructure, the
NetScaler appliance and NetScaler Insight Center services to extend Citrix virtual
desktop infrastructure and services to remote users in small to medium-size
enterprises.

1.1 Overview summary

Best end user experience: With an integrated Citrix solution for remote and
portable workstyles, end users enjoy a seamless experience resulting in fewer help
desk calls and reduced training needs. Citrix Receiver client software is installed
on the user device (iPhone, Android phone, thin client) to allow users, by way of
the NetScaler appliance delivering high availability, scale and security, to access
their desktops, applications and data through Citrix StoreFront. StoreFront, which
ships with XenDesktop 7, authenticates users to XenDesktop sites and Citrix
XenApp farms, enumerating and aggregating available desktops and applications
into stores that users can access through Citrix Receiver or Receiver for Web.

The StoreFront database records details of users’ application subscriptions to
enable synchronization of those applications across all their devices. Benefits of
the NetScaler/StoreFront solution include one-click configuration for user setup,
local and remote access, automatically provisioned applications, self-service
simplicity, a consistent user experience across any device and persistent access to
applications and desktops.

End-to-end application visibility: New NetScaler 10.1 with HDX Insight seamlessly
integrates with Desktop Director to provide a single location for management and
monitoring of the XenApp and XenDesktop infrastructure. IT teams can drill down
into network protocols (primarily ICA) through Desktop Director to troubleshoot
individual user issues from a single console. The AppFlow capability of NetScaler
allows you to export this data to third-party tools such as Splunk for in-depth
correlation, analysis and reporting. The reports generated by NetScaler Insight
Center, such as the applications and users consuming the most resources, can
help IT determine peak usage and proactively allocate bandwidth accordingly.
Response time measurements can help detect and resolve problems before a
critical network or application failure occurs.

Enhanced security: By acting as a full proxy for ICA connections, NetScaler filters
these connections before they hit the backend server, ensuring they are attack
free. Proper integration with Secure Ticketing Authority (STA) prevents internal
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user and server data, including IP address information, from leaking. SmartAccess
allows you to control access to published XenApp virtual applications and
XenDesktop virtual desktops on a server through the use of NetScaler Access
Gateway session policies. NetScaler Access Gateway is a full-featured SSL

VPN that is an integral component of NetScaler. It gives administrators granular,
application-level control while empowering users with remote access to their virtual
desktops from anywhere.

End-to-end support from a single vendor: Integration between NetScaler and IT
Desktop Director provides a single console for troubleshooting end-user issues
concerning the network and desktops. It also helps lower support and training
costs (TCO) in the long run and enables IT teams to stay abreast of product
roadmap updates. Choosing one vendor instead of multiple providers prevents
finger pointing on integration issues.

2. Architectural overview

The environment described in this guide has been deployed on a single host,
with internal networks configured to simulate an internal corporate network and a
DMZ. The following diagrams illustrate the machines and network configuration in
this deployment.

2.1 Physical view

I Cisco Nexus Data Center Switch ]

Client PC

XenServer
XenServer vSwitch

NetScaler SDX

NetScaler VPX
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2.2 Logical view

172.16.2.0/24
DMZ / External network

172.16.1.0/24
Internal network

NetScaler

N5IP: 172.16.1.201

SNIP: 172.16.1.210

SNIP: 172.16.2.100
NIC 1: Internal network
NIC 2: External network

Load Balancing vServer

XenDesktop XMLLB
VIP: 172.16.1.157

Load Balancing vServer

Storefront LB
VIP: 172 16.1.156

icA
Proxy
Session
Policy

Access Gateway vserver

Client VM
1P:172,16.2.111

AGEE
VIP:172.16.2.100

|

—

XenDesktop Controllers

DDC1
T IP:172.16.1.152

ooC 2
IP: 172.16.1.153

Storefront Servers.

L Saics

StoreFront 1
VIP: 172.16.1.150

StorefFront 2
VIP: 172.16.1.151

StoreFront Delivery Controllers:
XenDesktop: 172.16.1.157

XenDesktop Hosting VM's

Apn / Hosted Shared |
19: 172.16.1.154
|

‘Win 7 VDI
1P:172.16.1.180

Domain Controller
XD .lab domain
IP; 172.16.1.200

XenServer 6.1
Management P — 10.217.100.150
Internal IP - 172.16.1.202

2.3 Target architecture

The following components have been installed on each of the machines:

1. Domain controller (DC)
e Active Directory domain services
* DNS
e DHCP
e Citrix License Server 11.11
2. Dynamic Delivery Controller 1 (DDC1)
e XenDesktop 7
e SQL Server Express 2012
3. Dynamic Delivery Controller 2 (DDC2)
e XenDesktop 7

citrix.com

4. App/hosted shared desktops (APP)

e XenDesktop 7 Virtual Desktop
Agent (VDA)

5. Windows 8 VDI (XDVDI)

e XenDesktop 7 VDA
6. StoreFront 1 (SF1)
e StoreFront 1.3
7. StoreFront 2 (SF2)
e StoreFront 1.3
8. Client machine (client)
e Citrix Receiver 3.4
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Cloud infrastructure
3. XenDesktop 7 management infrastructure setup

This section defines the steps required to build the complete infrastructure.
3.1 Install Citrix XenDesktop 7 and supporting components

The XenDesktop 7 install process is a simple next/next/finish install. The services
installed on each machine in this deployment are described in the previous section.

Once XenDesktop is installed, a site must be created. Click on Create a site

in the studio mmc, and click Next on the introduction step. On the database
configuration page, enter the details to connect to the SQL server. In this case,
SQL Server Express has been installed on DDC1 and no database has been
configured. As long as connectivity tests to the SQL Server pass, XenDesktop will
create the database automatically. Enter whatever you want the database to be
called in the database name field.

Studm Database configuration

+ Infroduction
Database
database found on the database
Tl . No was on SRIVET. to your database
Metwork To create a database automatically, chck Ox.
. Or, if you would prefer to use the datsbase schema to create a
App-V Publishing database. click Cancel,
Summary
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Click Test to confirm the database can be connected to.

Cee S oo |

Configure the license server and license for XenDesktop. In this deployment the
license server has been installed on the domain controller, and we are using a

trial license.

citrix.com

Licensing

License server address: 1—17;151;,“

Select a XenDesktop license:
(8! Use the free 30-day trisl
You can add & licanss Ister
1 Use an enisting license:
The product kst below 5 generated by the license server,

Thare are no available XenDeskiop licenses on your license server.
You can allocate licenses using your License Access Code or you
can add licenses from your network.
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You may receive a certificate warning during this step if you do not have a
computer certificate on the domain controller.

Enter the hypervisor information. XenDesktop must be able to create machines
on the hypervisor, so root permission is required. Use the root account for
Citrix XenServer.

¥ Licensing Passweced: |nnnnn |
Host Connection
Storage The name drplayed m Studic Choose s name that will heip adminstrators mertify the o
Agp-V Dbk type and deplojment sddmess.
Supioary Chowte virbial mesching uslig:
() Other tooks

Select the network on which you would like new machines to be created.

Studio LT
Enter a name for the virtualization settings

[ m network settingd |
Network selection

Select a netwaork for the virtual machines to use.

+ Introduction
¥ Dambase
« Licenting
¥ Het Corviidtion ¥ 172 XAXD peivate network
L] NetScater DMZ

(] Network 0

Network

Storage (2] Network 1
App-V Publishing

citrix.com @



Citrix NetScaler and Citrix XenDesktop 7.0 | Deployment Guide

Select the storage location where the new devices will be placed.

Studio

+ introduction

+ Database

W Licensing

+ Host Connection

 Network
Storage
App-V Publishing
Summary

—

Storage
Select one or more storage devices for the new virual machines.
W) Local storage on ns-tme-xs2

| vDisk ge {Desktop O5 only):  Learn more about personal viisk
(®) Use same storage for virtual machines and personal vDisk
() Use different storage for personal vDisk

| Sebect different storage... itz wlacad)

“

Add App-V if necessary, as it was not configured as part of this deployment.

Review the settings and click Finish. A new site will be created.

Studio

" introduchion

+ Database

¥ Licersing

Mozt Connection

o Netwark
Storage
App-¥ Pubkthing
Summary

citrix.com

Storage
Select ane or more storege devices for the niew virtual machses.
¥ Local storage on ne-tme-xs

Personal vDisk storage (Desktop OS5 only)l:  Leam more abiout persanal vk
(®! Use same storage for vintusl machines and personsl vDisk
) Use difterent storage for personal WDisk
berect diffarent siorage.. | —
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Some of the site configuration tests may fail. In this case the failed tests
were SQL Server reference schema tests, which have no impact on the
XenDesktop deployment.

Studio

# Introduchon
" Databans
W Licensing
" Host Conmection
o Network

o Slormgs
+ Agp-V Publishing
Summary

3.2 Add DDCs to XenDesktop

If you are using SQL Server Express, you will have to start the browser on the
SQL Server before you can add DDCs to the site, as without the browser remote
machines cannot access the database.

File Action View Help

%z a: @

48 5L Server Configuration Manager (Local) || Name State Start Mode LogOnds Process D Service Type
B 5QL Serves Services EBSQL Server (SQUE... Running Automatic NT AUTHORITANE.. 5235 SQL Server
. 5QL Serves Network: Configuration (32bit{| Ff5)S0L Server Agent... Stopped Other (Boot, Syste..  NT AUTHORITY\NE.. © 5QL Agent.

b &5, 5QL Native Client 110 Canfiguration (321 $835GL Server Browser Running Automatic NT AUTHORTWLO.. 2128

4 . 50U Server Network Configuration

Bl Protocols for SQLEXPRESS

b & SQL Native Client 110 Configuration

citrix.com @

10



Citrix NetScaler and Citrix XenDesktop 7.0 | Deployment Guide

From the studio MMC, click Scale out your deployment and input the address
of the existing DDC in the deployment.

3 G Studio —
Fle Action View Help ;

&« =7 8= |

8 Citrix Studio = Actions
CITRIX R Hl
‘Welcome View 3

& Refresh |
H ree |

Welcome to Citrix Studio

Use this console ta configure 2 fresh deployment, create 2 new Site. or extend |

your exsting deployment.
— |
Full deployment
Specify the address of a Delivery Controller in the Site you wish ta |

Get sty join
Get starte}
[Remote | 17216.1.152
|
Remote PC Acces|

Providd 5
Build & deployment to allow users remote access to 8 secure connection. |

(Full deployment can be added lster)

Extend

Scale out your deployment

Add the Delivery Controlier instalied on this server 1o an existing Site. i

Click Yes to update the Citrix Studio database automatically.

Welcome to Citrix Studio

Une this coneaie 12 confgues § freuk deplopreet. Cesie o ~ew e o ooleed
i g Gy TERE

e Wil ey e Siuchp i wpasts the detstase pAomanically

“ -]
Prievi

Bulid & Geploymont 1o Hlow wen remote pccis 1o Sew phyecal P Seough 8 socure tonecton
(Fut depioymena an te sated e

betand

Scale out your deployment

432 (b Dtirewry Cantrofier slaiiod on Tha setorr b5 o aualeg Ste.

Verify by navigating to Desktop Studio, Configuration, Controllers in the left
panel. You should see both servers listed.

citrix.com @
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3.3 Install the Virtual Delivery Agent

The VDA must be installed on all machines that will deliver desktops or apps.
Load the XenDesktop install media onto the target machines to launch the
VDA installation.

Since we will be creating machines from this image with Machine Creation
Services (MCS), we select the first option.

XenDesktop 7.0 Environment
Care Companents | want:
Delveny Controlisr @Uw;mhnﬂqmmmmmﬂﬁmlanumﬂumm
- Select thic option to install the Vietual Deliveny dgent onto sither 4 physical server or
wriual mschme that has baon provisioned wethout the VI,
Firewall -
! Uees o e glle b0 connect 1o BN exiihing terver maching
Sumnwy Selecy tha sptiah to el the Virtusl uglwvl-rn.ggnn ahbs aithar & pu:,-pur machitg o
atall a wwtual mathine that has been provisioned without the VDI
Finigh

citrix.com
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Add Citrix Receiver to the installation so that users can access applications from
within hosted desktops.

XenDesktop 7.0 Core Components

¥ Environment

Location CApogram FoeCan |_Crange.

Core Components
Delvery Controlier Virtual Delivery Agent [Required)

The software sgent that is installed on the virtusl or physes! machine that presades the
Features ) G ’

virtual desktop or apphcation to the user
Firewall

Citrix Recetver
Suminary 5 R :

v Chent wotware that enables ugers to acoess thew documents, apphations. and

Install dlexidnps from any device, incleding smanphones, tabdety, and PCs
Farwsh

Add both delivery controllers to the configuration. These must be FQDNs, so make

sure that the machine is configured to use your DNS server and verify that the DNS
entries are correct.

XenDesktop 7.0 Delivery Controller

Configuration
+ Environment

¥ Core Companents How do you want to snter the iocations: of your Delrvery Controliers?

Delivery Controller r ]
| Do t manually et |

Features
Firewall

ddcixdlab Edht Delete
Summary

ddcad lab Edit Delete
Install
Finish Codtroller axiderss:

| Example: controlier l.domain.com

Mote: Any Group Policess thet speofy Delivery Controller locations will everide settings

provided here.
==
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Leave the default features and firewall configuration unchanged and click
Install. The machine will restart during installation. Verify that installation has
completed successfully.

XenDesktop 7.0 Finish Installation
The installation completed fulh v Success
« Environment
¥ Core Components Prevequisitas
. = : + Microsoft Remote Detitop Session Host ngtaied
o Defivery Controller o Wi D E - Inctall
o Features ' Windows Remote Assictance Feature rstatied
v Frewall ' Micrasoft Visual x86 C++ 2005 Runfime Enstalied
' Microsoft Visual w6l Cee 2005 Runtime Instafied
¥ Summary ¥ Microsoft Visual C+ - 2008 Runtime instalies
& [nstall " Microsoft Visual x86 C++ 2008 Runtime nstaflad
" Microsoft Visual x84 C++ 2010 Runtime Emnpraling
Hatsh + Microsoft Visusl 586 C+= 2070 Runtime Instalied
Core Components
o Virtual Delivery Agant tngzabad
w Citrix Receiver instailed
Post Install
' Component Initialization Initislzed
o) Restart machine
- v

3.4 Create machine catalogs

From the studio MMC, click Create Catalog.

Full Deployment

O L L T I [ P TR IRV

Faliom U, st s

£ iy VPl
[ B b cadicuatos
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Click Next on the welcome screen.

Select the type of deployment. This will be a Windows Server OS catalog for
hosting applications on RDS and hosted shared desktops.

—

studio Operating System and Hardware
We want 1o help you create the comect type of Machine Catalog by asking a maximum of five
questions to provide a neco :
« [ntroduction Laam more
i ) Windows Desktop 05
Machine Management The Desktop OF5 Machine Catalog provides VD desktops ideal for a vanety of different
Master image ®
Windows Server 05
:"’;"*mw * The Server 05 Machine Catalog provides hosted shared deskiops far 8 lsme—scale
deploymant of standardized machines.
Computer Accounts OR BC Acce:
Scopes The Remote PC Access Machine Catalog prowides users with remote acoess to thewr
S physical office desktops, allowing them to work at any bme.

e N
& ccicae v

Select virtual machines (VMs) or physical hardware and the image
management you want to use. In this case we are managing virtual machines
with MCS.

stlldl’ﬂ Machine Management
g part of creating & Machine Catalog, the way you plan to provision machines mfluences the
+ Introdkcnan Leam more
 Dperating System and This infrastructure will be built using:
Hardware @ Virtual T
Machine Management i Physical hardh
Master Image
Add and configure Virtual Desktop images are managed using:
ot ®) Machie Creation Services (MCS)
Computer Accounts () Provisioreng Senvces (PVS)
Scopes [ Ansther service of technalogy
Summary I will manage my deskiop images with somethang other than Citrix technology, | have
existing Master Images alresdy prepared.

ctivate Winddi

citrix.com @
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Select the snapshot of the master image to be used for image creation.

Studio Master image
Select a Host and corresponding Virtual Machine ¢ pshot from the fist to create a Master
Image.
¥ Intraduction Select a Resource:
o mhng Systemn and vm network settings
e Selact a snapshot (or a Virtual Machine):
' Machine Management ﬁ AppHost (7] -
Master Image = (© joined domain O
Add and eanfigure Virtual » (® VDA Installed ©
Machines
Computer Accounts » W ocO
Scapes » [ pocr @ l
» W ppcz O
Summary
b W] NetScaler Virtual Appliance O
b M StoreFront! @
» [ storefront2 @
» [ VDO _J
b 2 client @ e

1} Activale Windol

Select machine parameters for created VMs.

—

Studio Add and configure Virtual Machines

+ Introductian
Operating System and
Y e e Configure your machines:
Name: vl installed 2
+ Machine Management
Wi CPU 2
N J - __l=la
Add and configure Memory (MB): 2048 -M :I :
Virtual Machines
Hard disk (GB) 24 M
Computer Accounts
Scopes
Summary

citrix.com @
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Specify the naming scheme and organizational unit (OU) for Active
Directory accounts.

Studio Active Directory Computer Accounts
Active Directory Computer Accounts
Active Derectory Computer Accounts
Vil Select an Active Directory account option:
«'m‘;lgsmw (® Create new Active Directory accounts
* Mackine Manageinnk I Use existing Actve Directory accounts
+ Master Image Active Directory location for P
e s :
«Mld'lfl'lﬁ 1 R SOk
Computer Accounts =
5 | v 2 Computers v
Summary Selected location: Emm J
Account naming scheme:
[ Exampte: Mochinetige== [loa -]
Qj Activate Windg

Add a scope if necessary. No scope was defined for machine catalogs in this
deployment. Name the catalog and review the settings.

—

Studio SHmmary
Machine Catalog type: RDS MCS Random =
" Introdiiction Virtualization Settings: wim retwork settings
‘ﬂ'pcahng&sl!mand Master g in 2
Hardware Number of VMs: 1
+ Machine Management CPUs per VM: 2 .
" Master Image Memory pecife ME
Hard disk per ViM: 24 GB
Add and configure Virtual
'Mm‘m-m AD computer sccounts: Create | new account
v Computer Accounts e e >
« Scopes Machine Catalog name:
Maching Catalog description for ademink R
23 ]
Note: To complete this deployment, you must assign this catalog to a Delivery Group.
| Learn more about Delivery Groups

citrix.com @
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Studio will begin creating the machine catalog, and this will take a while.

Studio ety

+ Introductan

v Opersting Systam and
Hardware

o Machine Managemant

+ Master Image Copying the master image.
Bdd and configure Virtual -
v Machines 0 successhul tests
O warning
v Compuier decourits E
@ (0 ailed teus
¥ Stnpes
Summary

Mote: To complhete this deployment, you must assign this catalog to s Delivery Group.
| Lestn more about Delvery Groups

3.5 Create XenDesktop delivery groups

Studio

+ Introduction
Add machines
Delivery Mode
User Profile Storage
Receiver Stores
Scopes
Summary

Unassigned machines

Total available

S o

Specify the source and number of machines to be assigned

citrix.com @
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Add some machines and click Next.

You can use the machines in the Catalog to delver desktops and applications to your users.
Learn more
¥ Introduction Use the machines to deliver:
+ Add machines © Desktops
Delivery Mode If you decide later that you also want to deliver applications, you can use these same
machi
@ ines.,
Desktops and Applications
User Profile Storage To lower the cost of infrastructure, you can ute the same machines to deliver desktops
Applications and applications.
If you select this option, note that you cannot add desktops to these machines later,
Summary
Add users.

citrix.com @
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Create profile definitions.

Studio

+ Introduction
¥ Add machines
v Delivery Mode
+ Users

User Profile Storage

Applications
Receiver Stores
Scopes
Summary

Add applications.

Studio

¥ Intraduction

+ Add machines

+ Delivery Mode

¥ Users

+ User Profile Storage
Applications
Recerver Stores
Scopes

Summary

User profile selection

How do you want to manage users’ profiles for this Delivery Group?
(®) | will manage this on my own
()1 want to use a profile definition
Selact a profile definiticn:

Mo profile defmetions foond

Create a new profile definition to get started.

e definition storage and folder redirecbon

Create new-.

Applications

The applications listed below were either found on the master image{s) or the App-V publishing

server. You can also add applications manually (from other network locations) and edit the

properties for individual applications.

Leam more
Select applications for this Delivery Group.
(=) Application name + ] Type. i
(] 18§l Magnify On master image
[ g Math Input Panel On master image
] [] Memery Diagnostics Tool On master image
[.] ‘& Narrator COn master image
4 ) Notepad On master image E
() B ODBC Data Sources 32-bit On master image
[ [ ODBC Data Sources 64-bit On master image
(] On-Screen Keyboard On master image
(] &f Paint On master image
(] %3 Remote Desktop On master image

(oo ) [ comee
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Add StoreFront access for application access within hosted shared desktops.

Studio Receiver Storefronts

Provide Citrix Receiver stores to this Delivery Group?
(®) Do not allow this Delivery Group to access Receiver Storefrants

+ Introduction () Allow this Defivery Group to access Receiver Storefrants

V' Ak peachinies Select the Receiver Storefronts that you want to make available:
v Delvery Mode r o

o Ui No Recetver stores found

+ User Profile Storage Add a new store to get started

> Koo ore aboot Citiix Racsiver store
Receiver Stores
Scopes
Summary

Add new...

Lot | N [ conce ]

Repeat as necessary for all delivery groups.

i
E ‘

Duliery Grows State t
e e .
Oolag e i A e O 4|
Do ) rpumres Vimnewr |
Tom et Db s At erege o
s Domsn Users (K07 Doman Uver] vared of e @ TR iy
Seopew - o Machiren: ' \ o ]
J! - | 3| Pt Detevnon VOA verion Taowr -

At this point, XenDesktop and apps and desktops are configured. In the next
section you'll install StoreFront to test the configuration.

citrix.com @
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3.6 StoreFront configuration

Once StoreFront in installed, you must switch IS to HTTPS before
configuring StoreFront.

Go to IIS -> server certificates.
We will be using a domain certificate from the domain CA.

Import or create a web certificate for the URL that the clients will be using to
access the environment. This certificate can be for the machine name. The URL
that users will enter to access the environment will point to the load balancing
server, so that server requires a matching certificate.

CHEIE @ server Certificates
‘gmw i equest and manage cenif Wb i e
3glwkmn7uh Flten %60 = (g Sow AN | Grou by No Group
4@ Sibes < Grouping
Nema. buedTo i By
» € Defouit Web Site ; 2
WhSVC Semirenuind . £
Gereral | Detais | Cortiicatin Path
L—.'] Certificate Information
* Ensures the denbity of s remate computer
Asstied b wtoredont wd et
el W
i ] [ (5] [ et iew 15 Content i 1 Skl ot
= Vald from 5(14/2013 to §/14/2015 g,

Edit the site bindings and add an HTTPS binding using the certificate just
added to lIS.

" . -
8

asp

'L

Outpus

Caching L

Ma J S8 cetificate %
é]"" [soront et | ] ]

Confiy 4

g

Q& Activate Wind:
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Remove the HTTPS binding.

i

Configueat.. 1S Manager
Editor  Permassions

Launch StoreFront MMC.

Fie Aoa s Hew

|7 8@
- R .-
| e .
s
Welcome to StoreFront e

et = e s b conrte v e 3 abared et e Segerren

Cinate & riew deployment

Juin enisting server group
Kb v bt i bond Sl s

citrix.com @



Citrix NetScaler and Citrix XenDesktop 7.0 | Deployment Guide

Select Create New Deployment.

The Create New Deployment wizard will launch with HTTPS and the common
name of the certificate as the base URL. This is the URL that users will enter
to access the environment, and will eventually resolve to the Access Gateway
IP address.

StoreFront Croato New Deployment
Confirm the base URL for services hosted on this deployment. To provide the highest availability,
this server must be part of an established load-balancing system.
Base URL
Store Name Base URL: | httpsy xd.lab
Delivery Controllers
Remote Access

Name the store and click Next. Enter the delivery controllers. In this case, we want
to load balance the delivery controllers with NetScaler, so each delivery controller
entered here will be the load balancing vServer VIP, not the actual DDCs. Even if
you have not configured load balancing yet, as we don’t, put in the IP of whatever
the load balancing VIP will be when it is set up.

oI

citrix.com @

24



Citrix NetScaler and Citrix XenDesktop 7.0 | Deployment Guide

Access to the store typically does not need to be on SSL because it is completely
internal traffic; however, SSL can be used if the DDCs and the load balancing vServer
have certificates.

On the Remote Access page, select No VPN tunnel to specify the use of Access
Gateway in ICA proxy mode. Click Add.

B UL Bemote acceis: (o1
# tors Hame 180 Mo VPN urst @
# Defivery Comtrofers 0 Full PN tuneel €
Rematn Ausess . .
Acten Gabry spplisncen Y

¥ Genersl Setts ‘Sacure Ticket Authoety URLE:

Secure Ticket Autharity s DOCT XD s scrprsctrsadl =
it DOC2 ¥Bsb/scrptsictsiadil -

o) | e
) Enaie sevscm resbidey
[ Rguuest tckets from tac STAS wheve suaiaie

Lo | oo |
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Click Create and Access Gateway will appear in the list of appliances.

=

=8| x
Fle Adion View Heln — :

eo mEmE # |
| ChxSoorsbront. | I
¥ |

StoreFront i . .
Add Y PP
¥ Bome UKL Ramste access O Neme
+ Store Name ) o PN wnnet @
# Delivery Comtralien: J 2 Full VPN tnncl )
Remote Access
\ diceess Gateway apphances | o TME geteway Y

Click Create and the store will be configured. The authentication, stores, Receiver
for Web and Access Gateway should all be configured and visible from the
StoreFront MMC.

3.7 Adding StoreFront servers to the deployment

To add servers to the existing StoreFront deployment, open the StoreFront MMC
on the machine you wish to add and click Join existing server group.

Fln  Adiee Ve Hup

== [ 85
- EE ... -
Welcome to StoreFront : -y

T e e b N e B e TLES S BT STy e

Create & o depioyrrmnl

et s Sy tz i pe% aprree pors s ped Sosto b e

Foin guilivg neivel Qi
Sei b e B ey bk belsrd e
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The server will ask for the name and code of an authorizing server.

Join Server Group

To authomize this server, first connect 1o a server in the group and choose "Add
Sapver”. Enter the provided authorizabion information here.

Authorizing server: | |

A code for authorizing a new server will be generated. Enter this code on the
server you want to join the deployment.

Authorize New Server
Enter the authorization information shown here on the joining server,

Authonzing server:  StoreFrontl
Authorization code:  GB260551

£ Please wait

The server will join the deployment. Click OK.
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Citrix NetScaler
4. NetScaler configuration

4.1 Initial configuration

Once NetScaler is licensed, run the setup wizard to configure the IP address that
will be used for communication with internal servers.

MNetwork Config

Syitenm BP Sddress is the Management [P Sddress that is used for il management relsted sccess to the system. Mapped IP Address (MIF) and Subnet [P
Address (SIP) is used by the system to rep the cl icating with » config: - Default Gatranny IP Address comesponds to the m
router that Foreesrds traffic outside of the system subnet,
« Intraduction ] System Config
Netwk Cocty PAddress 172 .15 .1 .20
Choase Application

Metmusk 255 . 255. 255. 0

Summarny

Gueww® [172.15 .1 . 200

Hostbame® |

rMIP / SNIP' Configurat
A WER or SNIP 1 requared to configure & wirtus] senver.
O Migped P ® Subnet IP

PAddress 172 . 16 .1 . 21D ]

Nstrraskc @.255.255.0

[ < Back “ best > || Close |

In this deployment we've chosen to skip the configuration wizard for load balancing
XenApp and XenDesktop and perform these configurations manually instead.
Once the initial setup wizard is complete, go to Network/IPs and confirm that the
SNIP is set correctly.

Go to system/settings and configure basic features.

SSL Offloading

[] HTTP Compression

Load Balancing

] Content Switching

] Content Filter

[ Integrated Caching

[] Rewrite

W Access Gateway

[[] Authentication, Authorization and Auditing
] Application Firewall

@ Help ok || Cose |
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4.2 Load balancing StoreFront—wizard

From the navigation tree on the left, select Traffic Management and click
on Load Balancing.

NetScaler VPX (3000)

| ——— | Configuration

* Lystem

* AppExpert
=l Traffic Management
=/ Load Balancing
Virtual Servers

Services

Click Load Balancing wizard.

NetScaler » Traffic Management » Load Balancing (] o

]

Getting Started A Settings

Load Balanging wizard e Change SIP settmgs

Load Balanang wizard far Citrix XenApp Configure Load Balancing parameters
Load Balancing wizard far Citrix XenDeskiop

Static Load Balancing wizard for Citrix Branch

Repeater

Dynamic Load Balancing wazard for Citrx

Branch Repeater

Monitor Sessions
Virtual Sarver persistence sessions

Clgar persEtence SeRsons
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Click Next on the Introduction screen.

ﬁ

Welcome to the Lead Balsncing Corfiguration Wizard.
Introduction
Create Services This wizard will help you to complete a basic load balancing configuration, When you have finished with the wizard you will have created a single virtual
sarver.
Create Wirtual Server
Summrl The virtual senver is the most basic element of a load balancing configuration and is ured to balance incoming traffic across services residing on e or
v mare phydical servers within your network. Esch ! dito an [P sddress and bes an & gh iy I The virtusl sener
P the collection of senvces to be d and is alia rep d by an [P address and pork combination.
To continue, click Hext.
[cger | Cbivand] [ cloe |

Enter SFServicel for the Name and click the New button.
MBWEad e

Create Services
Enterthe Name, Server Name/IP address and Port of the service you wish to create and then click on Add. Repeat this process to create additional services before

advancing to the next screen. ch‘lx-

+ Introduction New Service
SRS Hame® |SFSmit|1 | Serger” | I« LM
CromteVitual Sewer || | o ocor [HiTE < pore [m0 | [ Aguanced... |
-
.Canﬂiwd Services

| Bemowe

Tr Aoaress et Trotoca |ET

Enter SF1 for the server name, click Domain Name and enter
storefronti.xd.lab. Then click Create.

Server Mame* ISFl |

A2 1P Address ® Domain Name
Domain Name* | sfLtraining.lab |

Translation [P Address I ¥ u i |

Translation Mask | s A i I

Resolve Retry (secs) [ |
[ 1Pt Domain

Enable after Creating

Comments

& Help
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Select SSL for the protocol.

Mewr Service

Mapne* |SFSeNice1 ]Sery;er’lsfl I' Hew... |

Pm;mol'[g.  Port* |443 I | Advanced... ]
B 2

Click the Add button to add in the first service.

Create Services
Enter the Name, Senver Name/IP address and Port of the service you wish to create and then click on Add. Repeat this process to create additional senvices before

advancing to the nedt sereen. w

v

O Nome*  [FSemviced | Server [F1 [ new. |
zumuvimmmr Protoct 51 <] porr [a2 | [ agvanced.. |
rmary
[P |
Configured Senice
Frove
|téame | JPort Jerotocai |EES
SFServicel 192163.1043 443 S50 ew

Enter SFService2 for the name and click the New button.

Mewr Service
Neme* |FSewvice? | | server [s71 ][ new.. |
Protacol* [ssL | porr [143 | [ Agvanced.. |

P 2ad
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Enter SF2 for the server name, click Domain Name and enter
storefront2.xd.lab. Then click Create.

GreoteServer %

Server Mame* |SF2 |

IP Address @ Darmain Name

Dornain Mame*  |sfZ.training.lab

Translation IP Address | . . . |

Translation Mask | . . . |

Resalve Retry (secs) |5 |

] 1Pt Dornain

Enable after Creating

Comments

=]
'6 Help Lm | Close

Click the Add button to add in the second service.

MNew Servic

Name*  [SFService2 | seryer [sF2 [ mew.. |

Pratocal® |SSL | Port [aa3 | [ advanced.. |

B add
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Click Next.

B cimix

Create Services
Enter the Narme, Server Name/IP address and Port of the senvice you with to creste snd then click on Add. Repest this process to creste sdditional sernices before

advancing to the next screen. d'l'llX‘

+ Introduction Mew Sendice

Crndle dervices Name*  [SFSenvice2 | seryer [sE2 = [ Mewa. ]
Create Virtusl Server R ] por a3 | [ Advenced.. |
Sumrmary

Configured Services

Rernoue

[ TP adaess | | [sate

SFServical 1921681019 447 SSL e

FServies2 1921881020 3 = o

[<me |[Heta ][ .C!!?-.!..-J

Enter StoreFrontLB for the name and 172.16.1.156 for the |P address. Select

SSL for the protocol.
Mome®  [SPVirtualServer | 1P Address* [132 . 168 . 10 . 50 [mp¥
Pro;o:or"[g i Port* |443 | I Adyanced..

Select both services and click Add.

Mame* |SFVillua|SeN=r ‘IPAddrEss'llBZ - 168 . 10 . 60 IDM
Protacol* [ssL ~pae [s3 | [ Advanced. |

LB Method |Lzast Connection 'J

’—“‘ ilable Services |—l" figured Services

[vame [p avaress  Jpont Weight: [Name. [P sdaress [port Jwesgre

N | T
< Remove

Certificate ~|| add. |[ upload.. |
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Click Next.

192.168.10.2

Enter the Mame, [P address, Port and Protocal of the wirtual server you wish ta create. When you are done, select the appi
use, then configure the services that the wirtual server will distribute traffic across.

NS510.1: Build 106.4.nc, Date: Mar 27 2013, 02:02:23 CITR!x

load balancing Method you wish to

citrix:

34

+ Introduction
+ Create Services Nome®  [SFuirtuaiServer | P address* 152 . 168 . 10 . 60 (=)oY
Create Virtual Server | | Pretocalt S5 vlpo  [az | [ Acwanced.. |
Summary
—
rAwailable Services: rc Senvc
riame. [P sooress  Jport Weight: [Name: [P aacress | [rert
SFService? 1921681020 443 1
SFSenicet 1824581019 3 1
add
<Bemove
Certificate | o|[ add.. ][ upload.. |

< Back i Lm gJ} Close I

Click Finish to complete the wizard. Then click Exit.

Mewewd
Summary
Configuration summany,

ciTrRIX'

+ Introduction

o Create Services You specified the following load balancing configuration settings :
« Create Virtual Server Wirtual Senver : SFVirtualSenver

IP Address : 192.168.10.60

Paort: 443

Protocal : 551

Method : Least Connection

Certificate :

Sum mary

To make any changes, dick Back.
To complete the configuration, click Finish,

(<o ] (o] [_cioe |

It is normal for the StoreFront virtual server to be in a down state at this point. We

have created an SSL server but not added a certificate, causing the server to be in
a down state. A certificate will be added next.
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Under Load Balancing > Virtual Servers, double-click the new entry of
SFVirtualServer that was created.

NetScaler VPX (3000) 192.168.10.2 N510.1: Build 106.4.nc, Date: Mar 27 20 123

® System ‘ NetScaler > Traffic Management > Load Balancing > Virtual Servers o @
® AppEx —— ———
il Gpers | [amos | |[Avon - Fiteroptions =
= Traffic Management p— —
Name Isme |MS‘:¢LPM |Tnﬂ(mmtm|ﬁnm:nl|lﬂedmd
= Load Balancing >
Srviuatser @Down  @Down 1921681060 0 443 ssL LEAS‘E'CDN
. 4| | ¥
eTVICES
e 25PerPage 3| ¢ ¢ 1-terr v |1 F]

Click the Method and Persistence tab.

Hame* ’Fﬁmﬁ&i@q‘ | ® 1P Addre

Pmtocol"'| 51 —] P Address® |
[ Network VServer Range [1 | ports [40 |
State @ DOWN [Certhey not bound] £1 AppFiow Logaing Traffic Domain 1D |0 "]

Services | Service Groups | Policies [ Method and Persistence | Advanced |, Profiles | S5t Settings |

LB Method

Methad ILnst Connection 'J New Service Startup Request Rate | I IPER_SECONO 'I

Increment Interval | I

Ensure the method is set to Least Connection, persistence is set to
COOKIEINSERT and time-out value is set to 0.

Hame* |SF‘;’i'tua|Scn.rc| | @ P Address Based (O IP Pattern Based

Protocol* [55L <] Paddres 132 168. 10 . 60 |
O] Metwork VServer Range [1 | Pore [+a |
State @ DOWN [Certkey not bound] [ AppFlow Logging Traffic Domain ID |0 '|

Services | Service Groups | Policies | Method and Persistence | Advenced | Profies | SSL Settings |

~LE Method

tethad
Method [Least Connection ~| Mew Service Startup Request Rate | | [per_secomp ~]

Increment Interval [ ]
P ~Backup Persistence
Pergistence  [COOMEINSERT | =] | | Persistence
Time-out (min) IEI I | Time-out (min) :I
win | [
Cookie Name | | | | 16 Mask Length [126

NOTE: This will result in fair-share load balancing between the two servers and
ensure that open connections between clients persist to the same backend
server. A time-out of 0 means that the session will only remain valid as long as the
browser is open.
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Click OK.

Comments | | ‘

@ e

Click the disk icon towards the top right and then Yes to save the running state
to disk.

[ NetScaler 3 Traffic Management 3 Load Balancing 5 Virtual Servers 0 | @ |[E]
- : - | Save the running configuration
[Ladd.. | | Oper | [Remoye | |[Acion ] Fikter aptions ~
Name [s«u ‘Mm]pm ITmmmim‘hme
Em tualSerer @0V @Down 1021681060 0 4 s LEASTCON

Click OK on the confirmation.

o Configuration Saved Successfully

Click the SSL Settings tab.

| @ IP Address Based (O IP Pattern Based

Protocol* S5l +| 1 Address |19z . 168 . 10 . &0 |
[ Metwork WServer Range ll | Port* |443 I

State @ DOWN [Certkey not bound] [] AppFlow Logging Traffic Domain ID |) -]

[ ssLe | Cighers...
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Click WildcardCert and click Add.

Name* |SF\ﬁrtua|SeNer | @ IP Address Based (O IP Pattern Based
Protocol [ <] 1P Address* f102 . 168 . 10 . 60 |
[ Metwork VServer Range [1 | Port* |443 |
State @ DOWN [Certkey not bound] [ AppFlow Logging Traffic Domain ID I" "
[ SsL Parameter.. || Cighers..  |[ SSLPolicies.. |
Aovailabl Confi
Certificates Certificates [rme Jchesk [skin ca
ns-server-cedificate ‘WildcardCert Server Cerfificate
Cybertrust Infermediate
‘Wildcardidy Citrix Training net

.

< Remove |

Install., = I

Click OK.

Name* Isn'urtu:ISemr

| @ P addess Based O P Patremn Based

Protaeol® 55 -] PRddress” 192, 168. 10 . 60 |
[ Mebaoik Vierver Fangs |1 | Por e ]
Stats @ DOWN [Cartkey net bound] ] AppFlowLogaing Traffic Dorain ID |2

[ S5l Parametet., ” Cighess...

Bomte bl

n-sorves-cartifcoty

« femove

Iratall. =

Wil

Cammenti

W Help
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The SFVirtualServer should now show as Up.

[NetScaler)TmfﬁcManagemﬂ)LﬂadBalmchg)'ﬁmdSﬂws (A |]
Name |stlll IMS'IHI ‘ﬂ'MdM JTl'lfﬂtDﬂmdﬂm‘ ‘M*IW {

3
SFViralServer @UP  @UP

152,168.10.60 0 443 SsL
il

srerme )| i |63l

4.3 Load balancing StoreFront—manual setup

In this section we configure load balancing for the StoreFront servers. Go to load
balancing/servers and click Add to add the two StoreFront servers.

Server Mame* |sto refrnnt1|

IP Address ) Dormain Name

IP &ddress* (172 . 16 .1 . 150 O IpvE

Translation |P Address . . .

Tranzlation hask . : .

Besolve Retry (secs) 5

[11Pv8 Domain

Enable after Creating

Comments

@ Hel Create Close
P
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Repeat for SF2.

e —

I Server Mame® _

IP Address () Domain Name

P Address* (172 .16 .1 . 151 O] Ipvg

Translation P Address . . .

Translation Mask . . .

Resolve Retry (secs) 5

[ Resolve Darmain Immediately

Commments

=) Help oK Close

Both servers should be enabled in the list of servers.

@ nabled 2611t

@ Enabled 172.16.1.150
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Next create the SSL service on these servers. This will be the web traffic going to
the StoreFront servers.

w

l Service Mame* [SF1-53L | Server* [starefrant? (172.16.1.150) [+] L
Protocol  [ssL ~] poree |13 |
Enable Service Enable Health Monitaring AppFlow Logaing

Manitars I Policies I Profiles | Advanced I SSL Settings I
’—A\tailah\: rCunfigured

Monitors | Monitors [wveight |stete
itp-ccy |~ Ftpss 1
udp-ecy

dns

5 _
teps-ecy
https-ecy
ledns-ping
ldns-tcp
ldns-dns

<l

Comments ‘

@

Repeat for SF2.
w

Service Mame* ‘SFE-SSL | Server* |storefront2 (172.16.1.151) |"|

Protacol* ‘SSL v| Port* |443 |

Enable Service [¥] Enable Health Monitoring AppFlow Logging

Monitors | Policies | Profiles | Advanced | SSL Settings |

rﬂ ilabl rConfigured
Woritors | | [monitors [weignt [state

- A Pitps 1

hitp-ecy
udp-ecy
dns

B _

teps-ecy
hitps-ecv

ldns-ping
ldns-tcp

<]

ldns-cins:

Comments ‘

Duer
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Verify that both services are up.

i nusulu> Lusdsalming> Services

b SF2-55L @Up 172.16.1.151 443 SSL

» SF1-S5L @lp 172.16.1.150 443 ssL

A load balancing virtual server can now be created to balance the two services
created previously. This server must be an SSL server to load balance SSL
services, meaning that it requires a certificate. Navigate to SSL certificates and
import the certificate used for the Access Gateway URL.

Click on Manage Certificates/Keys/CSRs under SSL/Tools

+ Syem ﬂ! | st s Retrash Hep | s
+ Pestwork || |
Gretting Started S5 Covtificates.
¥ Croud Bicge @ 5 ServesCertcat Wicwd Covatr C5 Gt S o]
e i ot Corticae Wesand Covse Coriican
; [ — Cous i it S Tk Coiicote
[ | Rk cameni
| Mpmginr
Cipher Growps 551 e Tash
o, ) oo ity i A ——
Crome D36 Ky It ST
oo [ L et
Py Labeh Mirage Corsmms / Eop /CSt
o S 1 B s
o Vamee CRsnter Ble tymctvmrmahorn
4 S5 Oifand | [ —
+ kaplapent i
- Sattings [e—
4 WTTP Compmrasion @ | PR — B 55 Py Manager
¥ ntegrated Cachg @ |

Select upload.

_,,
% Find D Zip @ Back @ Up q‘jﬂ Create D\rectnry|

Current Directory: fnsconfig/ssl

[rame |Type | Size (bytes) |Modified Date | accessed Date
ns-rl:d.huy File 497 Tue, May 14, 2013 Tue, May 14, 2013
ns-root.redg File: 493 Tue, May 14,2013 Tue, May 14, 2013 H
ns-root.cert File 1,000 Tue, May 14, 2013 Tue, May 14, 2013
ns-server key File: 493 Tue, May 14, 2013 Tue, May 14, 2013
Ns-Server.reg File: 493 Tue, May 14,2013 Tue, May 14, 2013 bs
ns-root.srl File 3 Tue, May 14,2013 Tue, May 14, 2013 kic
E[ ns-server.cer File: 1,066 Tue, May 14, 2013 Tue, May 14,2013 hi
»5 Upload... & Download... @Miew‘.. E Remove

& Help

Close
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Upload the StoreFront certificate and any associated intermediate or
root certificates.

Look In: |ﬁ Desktop "‘

=] storefront.ce
[E] storefrontreq
[E] xdca.cer

File Name: |stnrefrunt.cer |

Files of Type: | Al Files -]

Select || Cancel J

In this case, the StoreFront certificate and the CA root certificate have
been uploaded.

Current Directory: fnsconfigfss| 'ag Find -9 Zip @ Back @ Up @ Create Directory‘
|niame |Type | size (bytes) [Modified Date [Accessed Date
ns-root key File 497 Tue, May 14, 2013 Tue, May 14, 2013
ns-roct.req File 493 Tue, May 14, 2013 Tue, May 14, 2013
[£] ns-root cent File 1,090 Tue, May 14, 2013 Tue, May 14, 2013
@ ns-server key File 493 Tue, May 14, 2013 Tue, May 14, 2013
E] NS-SErYer.regq File: 483 Tue, May 14, 2013 Tue, May 14, 2013
ns-root.stl File 3 Tue, May 14, 2013 Tue, May 14,2013
[E] ns-server cent File 1,066 Tue, May 14, 2013 Tue, May 14, 2013
@ storefront cer File: 1,868 Wed, May 15, 20 Wed, May 15, 20
E‘l xdca.cer File 1,232 Wed, May 15, 20... Wed May 15, 20...

Q Upload... & Download... @ Wiewi,,, E Remave ‘

@ﬂelp Close
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Navigate to ssl/certificates and click Install. Select the certificate for StoreFront.

Certificate-Key Pair Mame® Istﬂrefmnt-NS

|

rDetails

Certificate and key files are stored in the folder /nsconfig/ssl/ on appliance,

Certificate File Name* |Inscunfigf’ssIr’sturefront.::r

| ﬂ Browse (Appliance) = Insert... |

Private Key File Name |

I ﬁ Browse (Appliance) = Insert... |

Passuvord |-unuu

Certificate Format @ PEM () DER
[ Certificate Bundle

Motify Withen Expires () Enable (@ Disable

MNotification Period

@ Help

Repeat for intermediate and root certificates.

p ns-server-certificate
« storefront-NS
Certificate File Name
Expiry Monitor
Certificate File Name
Expiry Monitor

/nsconfig/ssl/storefront.cer

DISABLED

/nsconfig/ssl/xdca.cer

DISABLED

Next select the StoreFront certificate and click Link. The root CA will be the

only option for linking in this case. Click OK.

CA Certificate Name [CA-root -]

@ Help

QK Close
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The certificate will now be available for use on the load balancing virtual server and
Access Gateway.

Go to load balancing/virtual servers and click Add.

Switch the protocol to SSL and enter the IP address that the virtual server will use.
This is the IP address that was entered into the StoreFront configuration as the
hostname. Select both StoreFront services.

Marme® |Sr.3ref'r:|r-1.-SSL @ 1P Address Based O IP Pattern Based
Protocal 5l +| Paddres i1z 18 1 . 156 |
[ Metaark Vierer  Range | 1 Part* EEE] |

State @ UP 7l AppFlowLagging

ces || Sewice Groups | Policies | Method and Persistence | Advanced | Profiles | 5L Settings |
Bctivate Al Deactivate All

| sersst 17216140 ISR @w f

172181 151 443550 aw

Persistence Cookie Walue: NSC_Tupsfgspou-TTh=ffFfffffaf 1 B1FE745 5254 5FAFS 8455 e 445520423780

| Add... [ Open.., Q Pemowe |

Comments | I
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Change to the method and persistence tab and specify COOKIEINSERT

persistence with a SOURCEIP backup.

Configure Virtual Server (load Balancing) %

Name* |‘Starefront-SSL | @) P Address Based (O IP Pattern Based
Pratocal® |‘§3\_ v| 1P Address* |J.?2 L6 .1, 158 I
[ Metwork WServer Range [1 | Port” IM3 J
State @ UP AppFlow Logging
. Advanced | Profiles I SSL Settings I
rLB Method
Method |Least Connection ¥| MNew Service Startup Request Rate | ‘ ‘FER_SECOND 'l
Increment Interval | |
Current Method: Round Robin
Reason: Bound service's state changed to
up
rPersistence rBackup Persistence
Persistence | COOKIEINSERT =] | | Persistence SOURCEIP -
Time-out {min) |2 ‘ Time-out (min) |2 |
Wersion ‘U | IPwd Netmask |255 . 255 . 255 . 255 |
IPuE Mask Length [128 |
Comments I
@ Help
citrix.com @
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Finally, under SSL settings, add the certificate for the server.

Hame* |Sturefrunt—SSL l ® IP Address Based ) IP Pattern Based
Protocal® 5l ~| Paddres 172 .16 .1 . 156 |
[ Metwork WServer Range |1 l Port* |443 l

State @ UP V] AppFlow Logging

[ sstrarameter.. || Cighers... |[ sstPolicies... |
fosmilabl Confi d
-: ficates Type

CA-root
AG-cert

fdd > =

< Remowve

Install... =

Comments | |

@ Help Close

Verify that the server state is shown as Up.

HntSuier> LnadB]lancmg> Virtual Servers

we | oeeswe | paes
@l @Up 172.16.1.156
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4.4 Load balance DDCs

Next we need to configure load balancing for the DDCs. Go back to load balancing
servers and add the first DDC server.

Server Narme® -

IP Address 3 Domain Narme

P Address* [172 .16 .1 . 152 [ Ipvg

Translation IP Address

Translation Mask

Besalve Retry (secs) 5

[] Resolve Domain Immediately

Comments

@ Help 0K Close
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Repeat for DDC 2.

ConfigureServer X

Server Mame* -

IP Address ) Dormain Name

P Address* (172 . 16 .1 . 153 O IPvé

Translation IP Address

Translation hask

Besaolve Retry (secs) 5

[] Resolve Domain Immediately

Comments

@ Help (o] Close
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Next, create the services for XML traffic on the DDCs. In this deployment the XML
service was left on port 80, the default. If the port was changed by the broker
service, reflect that in the services created here.

Service Name* | DDE 1ML | Seryer~ [DDC 1 -]
Protocal  |[TCP ~| Pore 20 |
Service State @ UP - [ Ensbls Heakth Monitosing [ AppFlow Logaing
"mlhu L

arp ~

NG

ping

w

tep-sey

pt

udp-ecy Srate: UP

dnz Probes: 51 Failed [Total: 0 Current: 0]

ftp Last Respanse: Success - TCP syn+ack received,

Responise Tirme: 000 millisec

teps ™

Comments | |
@ oo [ (e ]

Repeat for DDC 2.

Service Name* |DDC 2 XML I Serger® |DOC 2 (172161153 |-
Protocolr  [TCP ~| Porer [0 |
Enable Service Enable Health Monitoring [ AppFlow Logging
Awvailabl F:nnﬁgund
=
. Add >
o
< Rermoe
udg-acy
dns
o
teps ™

Comments | J

@t Com] e ]
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Now, create the load balancing virtual server for the XML service. This is the IP
address that was entered for the delivery controller in the StoreFront configuration.
Create Virtual Server (Load Balancing)

Name* IDDC HKhAL | @ |P Address Based () |P Pattern Based

<] 1P pddress* b7z .15 .1 . 157 (RN

| pare |ed |

Protocol® ITCF

[[] Metwork VServer Range |W

Directly Addressable State [Vl AppFlow Logging

Services I Service Groups l Palicies | Method and Persistence | Advanced | Profiles I S5L Settings |
Activate All Deactivate Al

2, Find
active  [Service Name [P 2daress [ Pont [Protocal [state Peight Dynamic Weight
M DDC1 XML 172461152 80TCP @up 1=
[¥l  DDC2xML 172161153 s0TCR @ur 1=

B&dd... @ Open.., E Bemove

Comments

@ Help

Note: Persistence isn’t required for the DDC XML service.
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4.5 Remote access with NetScaler Access Gateway - wizard
Log into the NetScaler GUI.

Expand Security and click Access Gateway. Click Create/Monitor
Access Gateway.

£% Citrix NetScaler VPX - Confi... X |

192.168.10.2 NS10.1: Build 106.4.nc, Date: Mar 2 3 nsroot

1+ System | NetScaler > Security > Access Gateway (] (] ]
* AppExpert
# Traffic Management etting Started ] Policy Manager
reate/Monitor Access. Charge group settings and
'* Optimization Gateway user permissions
Access Gateway wizard
=1 Security Published applications
wizard
* AAM - Application Traffic
o Sy, - Monitor Connections Customize Access
' Application Firewall L Active user sessions @ Interface
I* Protection Features ICA connections :“wﬁ\cﬂmd the Access
face
Show Unlicensed Features ] i
I hitp://www.citrix.com/netscaler i . E >

Click the Get Started button.

Welcome to

Access Gateway 10

Easy and secure desktop and application access from anywhere.

Access Galeway supponts remole connections 1o CloudGateway E:prus.u-dl
deskiops. Users can also iog on with the Access Gatewsay Piug-in for full VPN

Get Started )
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Enter RemoteAccess for the Name.
IP Address: <<Public IP for access>>
Click Redirect requests from port 80 to secure port.

Then click Continue.

Access Gateway Settings
Niime RemoteAccess
IF Address b 1F e I 1
Port i ‘

Redirect requests from port B0 to secure port”™

| cooe JEEEE ‘

From the Certificate drop-down menu, select the public CA certificate for the
NetScaler Access Gateway and click Continue.

Access Gateway Settings Edit
Narme IP Address Port Redirect requests from port B0 to secure port
RemoteAccess EBA VI 80 243 443 Yes

Certificate

Choose Certificate Install Certificate Use Test Certificate
{

Certificate | WildcardMyCitrixTraining.net E’]]

NOTE: This certificate needs to be issued from a public CA and must be previously
installed on the NetScaler appliance.
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Next is authentication. If you have previously configured LDAP authentication on
NetScaler, select the available authentication and skip to the next step.

Under Authentication Settings, click the button for Configure New and enter
the following details:

IP Address: 172.16.1.200

Base DN: cn=Users, dc=xd, dc=lab

Admin Base DN: cn=Administrator, cn=Users, dc=xd, dc=lab
Password/Confirm Password: Password1

Click Continue.

Certificate WildcardMyCitrixTraining.net

Authentication Settings
Primary Authentication™ LDAP :II
€| Choose LDAP | Configure New
1P Address® 92 . 166 . 10 . n IE‘ 1Pvé
Time out (seconds)* ‘ 3 l
Base DN™ Lmsuum_ dc=training, de=lab J
Admin Base DN* cnsAdministrator, cnsUsers, destraining, d‘""‘
Server Logon Name Attribute” [sﬁhuccoumﬂame ]
Password” sessssnes |
Confirm Password® sssseseese |

r 21

Secondary Authentication™ None ﬁl

o
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Enter the following details for Citrix Integration Settings:

CloudGateway

Deployment Type: Windows Storefront

StoreFront FQDN: storefront.xd.lab (FQDN of storefront load balancer)
Receiver for Web Path: /Citrix/StoreWeb (url of receiver for web)

PNAgent Path: /Citrix/PNAgent/config.xml

Single Sign-on Domain: xd.lab

STA URL: http://ddc1.training.lab

Click Done.

Citrix Integration Seftings

ﬁm 'o| Web Interface

Deployment Type* | Windows Storefront v

Storefront FODN® connect.training.lab

Receiver for Web Path* | /e e omorateStoreWeb

PNAgent Path JCitrix/PNAgent/configami
Single Sign-on Domain® | yining tab
STAURL https://dc1 training.lab

o I
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Under Configuration, go to Security > Access Gateway > Virtual Servers.

*

System

* AppExpert
# Traffic Management
#* Optimization
= Security
* - AAA - Application Traffic
= Access Gateway
Global Settings
Virtual Servers

User Administration
KCD Accounts

[#!

*  Palicies
# Resources

#  Application Firewall

# Protection Features

Double-click the RemoteAccess entry.

MetScaler > Security » Access Gateway » Access Gateway Virtual Servers (o] (7] =
| Add.. || open.. | | Remove || |Action - Fiter options ~
Name [ State ‘ IP Address l Port ‘ Protocol ‘ Maximum Users ‘ Current Users

RemoteAccess e Up
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Under Published Applications tab, click Add under Secure Ticket Authority.

Type in http://ddc2.training.lab and click Create.

| Paddress[sm . 3 . v L am

Protocal [sSL R A ) |

e Maxter [ |

@ SmyrtAccess Mode O Basic Mode [] AppFlow Logging [ Down state flush (] Double Hop

 Cetiicates | Authentication | Bookmerks | Policies | Intranet Applcations | Intranet s Published Applcations | Advanced |

Next Hop Servers
Add

Name®  [Remotedccess

1 Secure Ticket Authority

- ity ]
® oo [T con ] |

Comements |

@ Help

Click OK.

- Secure Ticket Authority

Activate All Deactivate All Add

¥ http:fide2 fraining lab

Comments

@ Help [ ok ][ close |
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Go to Traffic Management > Load Balancing > Virtual Servers.

[ e—

.

[# System

* AppExpert

= Traffic Management

1= Load Balancing
Services
Service Groups
Monitors
Metric Tables
Servers

Persistency Groups

Double-click the entry with the name that contains http_redirect. This was
created as part of the wizard.

[ NetScaler » Traffic Management > Load Balancing > Virtual Servers o | @ | ]
[pat | [Open | [Remore] |[pcson -] Fiteoptors ~ |
Name ‘ State | Effective State | IP Address lTrlfﬁ:DomniilD ‘ Port ‘ Protocal
» SFVirtualServer @Up @uUp 192.168.10.60 1] 443  S55L
b TFTP vserver @ @l 1721606 0 6 TFTP

Down Cown

184,17240.243http redirect

25verpage | (€[ <11-30s 0|1
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Click the Advanced tab and change the Redirect URL to be in the format
https://externally-accessible-FQDN based on the IP address that was there.

iConfioupe Wetus) Server,(Loyd Balapeing) |
Hame* ‘18l.l'ﬂ?.ﬂﬂ.?ﬂl’ttp_red\rect @ [P Address Based () IP Pattern Based
Pratacol* [HTTP <] Paddess 184172 . 40 . 243 ]
[ Metwork WSerser Range |J. Port* |3n
State @ DOWN [¥] &ppFlow Logging Traffic Domain ID |1 -
Services | Service Groups | Policies | Method and Persistence  Advanced l Profiles | S3L Settings l
Redirect URL |Fttps:/7184-172-40- 243, mycitrictraini| - Client Time-out(secs) 180 |
Backup Virtual Server | »| 1CMP VServer Response [Passve ~
Minimum Autoscale Members IIJ 1 Maxirnum Autoscale Members |0 I
WServer IP PortInserti.. | OFF - | ]
Redirection Mode ® IP Based ) MAC Based O IP Tunnel Based O TOS Based TOSId |l] |
~Spillo
Method [NONE ~| Threshald | |
[ Persistence Persistence Time-out (min) Backup Action l:l

4.6 Remote access with NetScaler Access Gateway — manual setup

Now that load balancing is configured, Access Gateway can be configured. In this
deployment, a second subnet was configured to act as the “WAN.” This subnet
contains only the Access Gateway VIP, a NetScaler SNIP and a client access
machine. The subnet used is 172.16.2.x/24. First configure a SNIP on this subnet; in
this guide 172.16.2.100 was used. Then go to Access Gateways/virtual servers
and click Add.

Name the server using the common name of the certificate, give it a VIP and
assign the StoreFront certificate and click Create.

| Create Access Gateway Vietual Server x

;1 Name*  [storefrantxd.lab | pagdres itz .16 .2 . 1m0 (=]
Protocal* (3L - Pog [ ]
o [ Metwork VServer Range |I | Wb Users | |
é ® Smartfccess Mode O Basic Mode [ AppFlow Logging [ Down state flush  [] Double Hop [ Enable Wirtual Senver
| Centifieates | Authentication | Bookmarks | Policies | jcations | | Published ions | Advanced |
| SsLpsrameter.. || Cighers... ]
Bsilable Configured
ng-server-ceriificate Al-cert Server Certificate
oot
{AG-cer
Add» <

< Remove

<tomor |
Install.. =

To bind a Certificate to Access Gateway Wirtual Server, select 3 certificate an the left 2nd click ‘Add”. To bind 3 Certificate to Bccess Gatewsy Virtusl Server 23 CA,
select a certificate onthe beft and click ‘Add as CA', To configure S5L parareters, click "S5L Pararmeters’. To configure ciphers, click ‘Ciphers'.

Comments I |
| @ e
BT ————————————————— L
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We want Access Gateway to be able to authenticate users with Active Directory, so
we added LDAP authentication to the system. Go to the system/authentication/
Idap/servers tab and click Add. Fill in the domain controller information and

click Create.

Buthertication Type L0140

Server

o Agares 72 35 .3 z0o]C g Bon R
[ Tmeowpeenens ]

" o Sebtl

Bait DN (location of users)  [DC=dl,0C=lab
& nd 0N [xadrmin
) —

P

Serger Lagon Name Attribute [sambccountName ]

Search Fiter | )

Stoup Atriouse [memaeror NE|
cn 1l

S50 Harne Attribute [ B}

Securty Type @PLANTRT  OmMs O

[l Awthentication User Required

@ ey [rme ][ G ]

Now switch over to the Policies tab and click Add. Add the ns_true expression
to the policy and click Create.

Hatch Any Exprarsion ® | [l add... [A posty | hermove| @mo@or v o )-I
—

Warned Expressians [Genen! | [True value. v O Add Beparssion
e true -

Preview Expression 5

@ b [Ccrte ][ clowe ]
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Now go back to the Access Gateway virtual server and switch to the

authentication tab, and click Insert Policy. Select the policy we just created
and click OK.

Configure Access Gateway Virtual Server

x
Narme* WP Address 172 . 16 .2 . 101 |
Protocel® [53L |  Pot*

Range

® Smarthccess Mode O Basic Mode [ AppFlow Logging  [# Down state flush [ Double Hep

Certificates.  Authentication: l Bookmarks | Policies | Intranet Applications | Intranet(®s | Published Applications | Advanced |
User Authentication

1 your Access Gateway is to be deployed in a mannerwhere wier authentication 15 not desied,
wiou may turm off authentication below. Please apply this option with CAUTION,
(] Enable Authentication

Authertication Palicies

[ Primirg || Secongary

[rioety [Poiicy Name [espeessan [preme |
100 fpoicy_LOAP * |re_true AD |
Dietails : policy LDAP 4, Fing

Type: LDAP  Request Profille: AD  Rude: 13 brue

[ Insert Policy i) Unbind Policy B Regenerate Priorities [ Modify Policy

Cornmments

& Help (14 Clase
B

At this point we should be able to log into NetScaler Access Gateway.

2 C ) @ citivAcces: Gutmany

Citrix Access Gateway

H the Access Gateway Plug-in is nof mstalied, ciick Download B install e software and connact autamatically

@ prosy server is configured, you need b add “ocaihost” 10 (ke procy sxception in your Wab browsst
For mora informaion contact your help desk of sysiem administrator

I Download

T nstall the Accons Gateway Plug-in for Windows
1 Chek Drowmdoad

2 W iha File Download diatog baw, chick Run

3. In the inisrnet Explorer disleg boo, click Rum b install the Access Galeway Piug-n for Windows
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You land on the NetScaler Access Gateway portal because there is no session
policy defined to forward the session. That will be the next step. This step verifies
that the certificate is valid and that the authentication works.

Back on the StoreFront Access Gateway virtual server, add the two DDs as STAs.
Go to the Published Applications tab, and under Secure Ticket Authority
enter http:// followed by the IP address of the servers. Once entered, each entry
should appear up with an identifier listed.

Protacar |55l v pegr o |

) Smpethcces Mode (O Basic Maode [ AppFlowLogging (¥ Do etate fsh [ Dowbie Hop
Boak Policies | lntramet Applications | Intsanet|Ps  Pubbihed doplicabon:

Hext Hop Tarn

Sagurs Titket Suthonty

Commirti | I

Mame* | iorsfrontic fabl L e T L |

[0 Flemgnnk Wiarver - Range 1 | Ml!uﬂrlli I |

Navigate to the Policies tab and click Insert Policy. Select New Policy. Name the
policy. Next to Request Profile, select New.

e meeemem mmmen eimen e meeeeemme e ppe - S

=

- B Trffic D) Audiing @ Pre-suthentication <3 Clientless @ Cache ™ Responder < Rewrite (Request) =
— T

Mo details mailable,

Insert Policy k) Unbind Palicy 7] Regenerate Priorities 4] Liodify Palicy

Comments | |

S = )

@ Help @ Close v’
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Switch to the Published Applications tab and make the following changes:

. ﬂame*lsessiunpruf_rﬁ.ﬁ |
i Unchecked Overnde Global check box indicates that the value is inherited from
Global Access Gatewway Pararmeters.
i Network Configuration | Client Experience | Security Published Applications |
: Owerride Global
1 1carmy lon -|
| Web Interface Address [ttps:/#172.161.156/Citri/Storeweb| | &
Bl| Web Interface Portal Mode INORMAL - O
Single Sign-on Domain [xd.lab l
Citpix Receiver Home Page [ ] O
Account Services Address | | O
4
I
:
- @ Help | creste ][ close | -

==

Click the Security tab and set the Default Authorization Action to ALLOW.

Create Access Gateway SessionProfile X -

MName* |sessionprof_AG |

Unchecked Override Global check box indicates that the value is inherited from
Global Access Gateway Parameters,

MNetwork Configuration | Client Expetience  Security I Published Applications I

Owerride Global
Default Authaorization Action |Lﬁ.LLOW "||

Secure Browse O

citrix.com @
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Add the ns_true expression to the policy and click Create.

Create Access Gateway Session Policy X
Mame* |sessionpo|ﬁAG
Request Profile* |sessionprof_AG v| @ new... [Z) Modify...
rExpression
Expression

ns_true

Match Any Expression W | @ add... [ madify... ) Eemomel @ o @or (+ )+ (- -

MNamed Expressions |Genera| " |True value 'l Q 2dd Expression

. . ns_true (Kl

Preview Expression || = o

@ﬂe\p Create ” Close

Now test it out....

You should be able to log in, be forwarded to Citrix Receiver, see applications and
launch applications.

5. Uncompromised monitoring

NetScaler Insight Center is an industry-first application that consolidates end-to-
end web application data with Citrix virtual desktop infrastructure performance
data in one place for further detailed analysis. This section shows how to configure
NetScaler Insight Center to monitor the XenDesktop 7 deployment.

5.1 NetScaler Insight Center configuration and screens

Log into the NetScaler Insight Center GUI, navigate to Configuration and under
Inventory, click Add. Enter the IP, username and password of the NetScaler
appliance from which you want to collect AppFlow data.

NetScaler Insight Center 10.217.100.112 10.1: Build 112.15, Date: May 29 2013, 10:07:32

| “ Q'u_;i-l'twﬂ' !‘-hmwlﬁw
MetScaler Insight Center Inventory Setup

Enter the [P address, username and the password of the NetScaler device for which you want to collect information.

NetScaler [P Address po .27 .100 .74
User name kmonl ]

S ]

| oo |

citrix.com
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Click Add. Return to the Inventory screen, and the NetScaler appliance should be
listed with its IP address and hostname.

Inventory

Add Delete | |
IP Address Host name
» 1021710074 11500-1-vpad
‘|

Click on the IP address of the NetScaler appliance. All load balancing vServers,

content switching vServers and NetScaler Access Gateway vServers should be
shown on the Applications List.

NetScaler Insight Center Inventory Setup

NetScaler IP Address
10.217.100.74

Application List
Lists the LB, CS and VPN applications running on the NetScaler appliance. f you enable AppFlow for these applications, NetScaler Insight Center starts colle

Load Balancing [

g Load Balancing o
Content Switching
EE VPN

View:

IP Address I Name State Type
172161157 DDC XML @Up TCP
172161156 Storefront_LB @Up S5L
17216.2.201 17216.2.201http_redirect @ Down HTTP

Navigate to the IP address and service for which you want to enable AppFlow
logging, right click and select Enable AppFlow.

Application List
Lists the LB, CSand VPN applications running on the NetScaler appliance. If you enable AppFlow for these applications, NetScaler Insight Center starts collecti

View: |Load Balancing | =]

IP Address Name

State Type

172161157 DDC XML

Enable ApoFlow

172161156 Storefront_LB @Up S5L
Return to Inventory list |

17216.2.201 172.16.2.201 hitp_redirect . @Down HTTP
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You need to define an expression for the logging. This enables you to gather data
only when a specific expression is true. To record all data from the vServer, enter
true as the expression.

Enable AppFlow

Select Expression *
| Load Balancing | v |
true

On a given virtual server, the NetScaler Insight Center
appliance for which you most recently enabled AppFlow
= has the highest priority for collecting AppFlow information
] from that virtual server.

Click OK.

Now there should be a green check mark with ENABLED under the insight
column header. In the screenshot below, AppFlow logging has been enabled for
the StoreFront load balancing vServer.

npplication List
\dsts the LB, CS and VPN applications running on the NetScaler appliance. B you enable AppFlow for these applications, ght Cereer g to these applications.

View: [Load Balencing |

17236115 Sterefrent LB @Us s SPENABLED

172162200 172462 201 hitp redurect @Down TP

25 Pes Page [ 1-3003 &

NOTE: AppFlow logging must also be enabled on the NetScaler side to enable
logging in Insight.
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Repeat the process for any other load balancing vServers, then use the dropdown
menu to switch to content switching vServers or VPN. The VPN category will list
all NetScaler Access Gateway appliances. If the gateway runs in ICA proxy mode
instead of VPN, check the ICA box when you complete the expression true.

Now navigate to the dashboard view and confirm that you can see the data
gathered from NetScaler Access Gateway. In this example there is logging enabled
on the StoreFront load balancing vServer, and several types of information are
available, such as:

URLs
= Web Inzight URLs Mosth ~ O
Devices
Apphications URLS ByHEs ¥
URLs
Chients
e =
5 DX Insight
.
W
R R e
contat.. uimin.
URLs
Mame Hies Load Time Rendes Time
{DpendjartinenansgedHubmin.. n Oms O
Jeustomscriptjs 2 oms s
Dot tem style mincs 2 CE G
fjquery-contesman 31 2 Oms O
fjquery gecrollpane css. 2 Oms Oms
/DMt htmoacnpt.ming. 2 Omi Om
Scustomwestrings.en.js n oms oms
Sguery-ui.minjs 2 oms Bems
Jjquatry antedrmen i n Oma O
Sty pecrolipane.minj. 2 Ome Orme
Siquery mousewheelz 2 Oms B
fcustomn. style.cis 2 Qs O
' 2

Devices (the NetScaler instances that are in use, by number of hits)

£ Web Insight Devices Month ¥ | )
Devices
Applications Devices By Hits =
URLs
Clients
00
Servers
# HDX Insight:
400 1
200
o 11500-1-vpad
Devices
Mame 1P Address el Bandwidth
11500-1-vpid 101710074 e 138 Mg

SPePage [=] | 1 0 1-tefl 1=
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Clients (Infrastructure servers that NetScaler is contacting. 150,151 are StoreFront
servers, 200 is DNS resolutions, etc.)

= Web bsight
Devices
Apglicstions
URLs
Chents.
Servers

= HOX Insight

17261200
172161450
ws1n0
172351151

17640

172164450

Requess ! |
nr
a2
E
]

Morgh > | O
By Requests v
1THsL 0 172381458

Render Tiene (et Metwork Latency
Zims L
oms 182 s
2 1
o 882 s

Brerae ]| | aawsl | E

The HDX Insight portion of NetScaler Insight Center keeps detailed information
about user ICA sessions. The following chart shows the average bandwidth,
latency, RTT, etc., for a specific user.

W Insight

1 HOX enight
Applicaons
[r—

...

citrix.com

tsers

Upars:

Arg Sangwiat

41 bps

e et ksternay.
oms

v S Lateney
Sms

e KA KT

“NA -

Chert Smooth AT
S1ma

Saren Smnen BT

P r—

® hape

User Mame:

administrater

£00 Bot

400 bor

200 ben

21 Jun, 10:20 am
670 bps -

@y e el 1808 WY 18X 1B 1030

g ent |
Latency |

Sewih v
Miﬂ-'u| Aorg A Chent Smooth ‘Server Smoath
wIT | RTT | RTT

tme ke S S2ma
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Application launch history

# Web Insight || Applications Morth ¥ | O
= HDX Insight [
1 Applications By Total Session Launch count
Users
P B s
Gateways 1 B
Desktops | |
,,,,,,,, 1| Toutapp Launen count
11
* 163350000
- L 8 Total AppL
Applications
Name. Total App Launch count Total Session Launch count * | ‘Avg Launch Duration
Notepsd 1 1 oms
[ I S e
Desktop performance and bandwidth
= Web Insight Desktops Mosth * O
= HDXInsight
it Desitops i By Avg Bandwidth
Applic: Avg Bandwidth Mg Bandwiah - High S b (20 jun 433 pm) Lo 2 e (15 tun £33 pan) 957 Pecershe S bes
Gateways 2bps
5 bps |
Desktops |
dbps | //
2bps ;‘
O 1800 nm 2. jun 0300 060 o500 1200 1500
| = Aug Bandwidth
Desktops
User Name Avg Session Duration Avg Server Latency Avg Clent Latency | Avg IGARTT | vg Bandwidth
‘adrmimstrator Ohe o0z Ome 1ms O 1bps
|25 Perpage [=] | 1-tef1 1=

6. Considerations and troubleshooting

e The StoreFront servers on SSL are particularly sensitive to the persistence

settings on the load balancer.

¢ |n this deployment, modifications have been made to the host’s file on the
StoreFront servers to resolve the FQDN of Access Gateway. These machines
also had NetScaler Access Gateway set as their default to reach the IP on the

external subnet.
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7. Tables and references

7.1 Design decisions - overview

The best practice architecture uses two StoreFront servers and two DDCs for
scale and availability. The two StoreFront servers are then configured behind a
VIP on the load balancer. Users access the StoreFront service via the VIP. This
provides increased availability to the control plane.

Decision point | Design decision

Management Servers

Number of
management
servers

Deployment
location

Deployment
hypervisor
Management
server VM
properties

citrix.com

1 (1 for virtual desktop
infrastructure,

O for storage, 0 for
monitoring, 1 for load
balancer management
software)

XenServer 6.0.2

CPU: 2 x VCPURAM:
40 GB RAM

NIC: 2 1gbE NIC
(Vlan 100)

HDD: 100GB

Justification

High availability

You can easily add another set of
management servers to the cluster
without reconfiguring the entire
infrastructure.
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Monitoring VM

Operating
system

Management servers - load balancing

Load balancing
used

LLoad balancer

NetScaler Insight
Center 10.1.
Storage: 120gB
CPU: 2x vCPU
RAM: 4gB

RHEL 6 (64-bit)

Yes

NetScaler SDX 11500,
w/ 1 VPX instance

VIP (FQDN)
SSL encryption  Yes
MySQL database
Number of 1
MySQL servers
(VM)
Deployment XenServer 6.0.2
hypervisor
Management CPU: 2 x vCPU
server VM RAM: 6 GB RAM
properties NIC: 1 x NIC
(VLAN 100)
HDD: 100GB
Operating RHEL 6 (64-bit)
system
MySQL version  MySQL 5.6
Replication No
Master:
Slave:
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7.1. Design — zone architecture (Phoenix)

We've labeled this deployment the Phoenix zone and it has 3 VLAN's: Internal,
DMZ, and Client. There’s also an L3 router and a couple L2 switches, all
completely virtualized. This deployment highlights only one zone but each zone
can be replicated using different IP subnets. Each zone can be clustered. The
isolation between tenants is provided by switch-based security zones.

Availability zone(s) - 1 (it is always recommended to go with two

availability zones)

Phoenix

Deployment Phoenix, AZ
location

Network mode  Basic (L3 network The L3 network model is simple
model) to manage and does not restrict
the number of accounts. It also
reduces the complexity of network
management.

External
DNS server(s)

Internal
DNS server(s)

VvLAN range
Guest CIDR
Public
Domain

7.2. Design decisions - networking

Distribution Cisco Nexus 7000
switch

8. Conclusion

To conclude, it is quite apparent from this guide that the NetScaler ADC best
optimizes your XenApp/XenDesktop deployment, as follows:

e Best end-user experience with the NetScaler ADC
e End-to-end application visibility with NetScaler Insight Center
e Enhanced security with the NetScaler ADC built-in firewall

e End-to-end support from a single vendor

citrix.com
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